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Top Stories 

• California regulators amended a brief filed against Pacific Gas & Electric Co. to pay at 
least $300 million in fines in connection with a deadly 2010 gas pipeline explosion in the 
San Francisco Bay area. - Associated Press (See item 2) 

• A cyclospora outbreak has sickened at least 81 people in Iowa and 53 in Nebraska, as well 
as an unknown number of people in neighboring Midwestern States. - Food Safety News 
(See item 22) 

• Neosho Memorial Regional Medical Center in Chanute, Kansas, notified 244 patients who 
underwent colonoscopies between January and July 3 that they may have been exposed to 
diseases due to improper sanitation. - Wichita Eagle (See item 28) 

• The director at the South Carolina Department of Health and Environmental Control 
dismissed key agency staff members after the agency botched an investigation of 
tuberculosis that endangered the public. - Columbia State (See item 30 ) 
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Energy Sector 



1. July 17, Associated Press - (New Mexico) NM reaches $920K settlement with gas 
processor. New Mexico-based Occidental Permian Limited Partnership reached a 
settlement with the State Environment Department to pay a $95,000 penalty and spend 
at least $825,482 on new equipment after the department alleged the plant failed to 
fully report emissions from flaring events that exceeded permit limits for carbon 
monoxide, hydrogen sulfide, sulfur dioxide, and other pollutants in 2010. 

Source: http://fuelfix.corn/blog/2013/07/17/nm-reaches-920k-settlement-with-gas- 
processor/ 

2. July 17, Associated Press - (California) California seeks record lines for 2010 
pipeline explosion. California regulators amended a brief July 16 filed against Pacific 
Gas & Electric Co. to pay at least $300 million in fines in connection with a deadly 
2010 gas pipeline explosion that killed eight people and destroyed 38 homes in the San 
Francisco Bay area. Regulators originally recommended no fine, and instead called on 
the company to spend $2.25 billion on pipeline safety. 

Source: http://news.msn.corn/us/california-seeks-record-fines-for-2010-pipeline- 
explosion 

3. July 16, Associated Press - (International) Talos: Fewer than 420 gallons of 
condensate, small amount natural gas leaked from Gulf well. Talos Energy LLC 
reported less than 420 gallons of condensate and a small amount of natural gas escaped 
and evaporated after a well in the Gulf of Mexico leaked the week of July 8. The two 
wells that were temporarily shut down when the leak began have not yet resumed 
production. 

Source: 

http://www.dailviournal.net/view/storv/794893cacd5a47faa7f08dca9513a78f/LA-Gas- 

Well-Leak/ 

4. July 16, Forum of Fargo -Moorhead - (North Dakota) 5 people injured in ND oilfield 
explosion. Authorities are investigating an oilfield explosion at Trustian Oilfield 
Services in New Town July 16 that left five workers injured. The sheriffs department 
believed the fire started when the workers were removing a cover on an oil fuel tank 
and an electric drill ignited the blaze. 

Source: http://www.inforum.com/event/article/id/406309/ 

5. July 16, Salt Lake Tribune - (Utah) Lightning suspected in Duchesne County oil 
tank blaze. A lightning strike is believed to be the cause of a July 16 fire when several 
oil storage tanks were destroyed at an unoccupied drilling site in Duchesne County. 
Source: http://www.sltrib.com/sltrib/news/56602308-78/fire-county-duchesne- 
energy.html.csp 

6. July 16, Associated Press - (North Dakota) Halliburton cited in worker death in 
North Dakota oil fields. Halliburton was cited for safety violations by the U.S 
Occupational Safety and Health Administration for the January death of a worker at an 
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oil rig site north of Watford City. The administration also proposed $14,000 in fines. 
Source: http://www.wday.com/event/article/id/83800/ 



T Return to top i 

Chemical Industry Sector 

7. July 16, U.S. Department of Labor - (Texas) Oilfield Solutions Inc. cited for 33 
safety violations by US Department of Labor's OSHA for exposing workers to 
hazards. The Occupational Safety and Health Administration cited Oilfield Solutions 
Inc. with 33 safety violations and proposed $74,800 in penalties for deficiencies in 
Oilfield Solutions' process safety management program and for exposing workers to 
other workplace hazards at its Midland oil field chemical manufacturing plant. 

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA 
SES&p id=24366 
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Nuclear Reactors, Materials, and Waste Sector 

8. July 16, Wisconsin Public Radio - (Wisconsin) NRC finds safety violation at Point 
Beach nuclear plant. The U.S. Nuclear Regulatory Commission reported an apparent 
substantial or yellow-classified safety violation at the Point Beach Nuclear Power Plant 
in Wisconsin due to its operator not having a sufficient flooding response procedure. 
Source: http://news.wpr.org/post/nrc-finds-safety-violation-point-beach-nuclear-plant 
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Critical Manufacturing Sector 

9. July 17, Carlisle Sentinel - (Pennsylvania) Shippensburg foundry cited for safety 
violations again. The U.S. Occupational Safety and Health Administration cited 
Domestic Casting with 4 repeat and 19 serious safety and health violations at its 
Shippensburg foundry, with fines totaling $96,250. 

Source: http://cumberlink.com/news/local/ship-company-cited-for-safety- 
vi olations/article 995ebd3U-ee79- 1 le2-9c69-00 1 a4bcf887a.html 

10. July 17, U.S. Consumer Product Safety Commission - (National) Sears reannounces 
recall of Kenmore dehumidifiers due to additional reports of fires, burn, low 
consumer response rate. Sears reissued a recall on 795,000 Kenmore brand 
dehumidifiers made by LG and sold at Sears and Kmart stores after additional reports 
of fires and bums. The dehumidifiers were originally recalled in August 2012. 

Source: https://www.cpsc.gov/en/Recalls/2013/Sears-Reannounces-Recall-of- 
Kenmore-Dehumidifiers/ 

11. July 16, U.S. News & World Report - (National) Chrysler recalls more than 50,000 
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Jeep and Ram models. Chrysler issued a recall for 45,961 model year 2013 Ram 1500 
vehicles due to a software issue that can disable the electronic stability control (ESC) 
system. Chrysler also issued a recall for 4,458 model year Jeep Grand Cherokee models 
due to a parking lamp issue. 

Source: http://usnews.rankingsandreviews.com/cars-trucks/best-cars- 
blog/2013/07/Chrysler Recalls More Than 50000 Jeep and Ram Models/ 

12. July 16, Associated Press - (International) Japanese auto supplier Diamond Electric 
pleads guilty to price fixing. Japanese auto parts supplier Diamond Electric pleaded 
guilty to its role in a price fixing scheme and agreed to pay $19 million in fines. 
Diamond Electric fixed prices on ignition coils sold to Toyota, Ford, and other 
companies between 2003 and 2010. 

Source: 

http://www.greenfieldreporter.com/view/storv/1672470dl0e24dfc8bl5eba2e00042a0/ 

US-Auto-Parts-Price-Fixing 
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Defense Industrial Base Sector 

Nothing to report 
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Financial Services Sector 

13. July 17, WNBC 4 New York City - (New York) Serial Manhattan bank robber 
sought in 6 thefts since June. New York City police identified a suspect tied to six 
bank robberies in Manhattan between early June and July 8 and requested the public’s 
help in locating him. 

Source: http://www.nbcnewvork.com/news/local/Bank-Robberies-Manhattan-Suspect- 
Midtown-Upper-West-Side-Police-Suspect-2 1581 266 1 .html 

14. July 16, U.S. Department of Justice - (Michigan) Seven defendants in mortgage 
origination fraud scheme indicted for bank fraud conspiracy along with other 
charges. Seven defendants were indicted for their alleged roles in a mortgage fraud 
conspiracy that operated out of Detroit between 2006 and 2008 and caused lenders to 
pay $10 million in fraudulent mortgage loan funds. 

Source: http://www.iustice.gov/opa/pr/2013/Julv/13-tax-798.html 
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Transportation Systems Sector 



15. July 17, Moapa Valley Progress - (Nevada) Accident stops southbound traffic on I- 
15 . A portion of Interstate 15 in Nevada was closed for 3 hours July 17 after a semi- 
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truck hauling gypsum overturned and spilled sand following an accident with another 
vehicle. 

Source: http://mvprogress.com/2013/07/17/accident-stops-southbound-traffic-on-i-15/ 

16. July 17, Associated Press - (New York) Erie Canal fully reopens after flood closing. 
New York officials reopened the last stretch of the Erie Canal that had been closed by 
severe flooding in late June. High water had closed 125 miles of the Erie Canal from 
the Albany area to central New York. 

Source: 

http://www.svracuse.com/news/index.ssf/2013/07/erie canal fully reopens after flop 
d closing.html 

17. July 16, Access North Georgia - (Georgia) One critically injured in north Hall 
wreck. An accident involving a passenger car and a dump truck blocked Highway 60 in 
the Murray ville area for about 2 hours July 16. 

Source: http://www.accessnorthga.com/detail.php?n=263570 

18. July 16, Hampton Roads Daily Press - (Virginia) One person killed in 1-264 west 
crash. A fatal accident involving two vehicles stopped traffic on Interstate 264 West 
near Campostella Road in Norfolk for over 3 hours July 16. 

Source: http://www.dailvpress.com/news/breaking/dp-afternoon-traffic- 
07 16.0. 1796 145 .story 

19. July 16, KWTX 10 Waco - (Texas) Victim of deadly Highway 6 crash identified. A 
fatal crash involving an 18-wheeler and a passenger car closed both the northbound and 
southbound lanes of Highway 6 in Hearne for several hours July 16. 

Source: http://www.kwtx.com/home/headlines/Deadlv-Crash-Closes-Highwav-6- 
Lanes-215690621.html 

20. July 16, KWTV 9 Oklahoma City - (Oklahoma) All lanes open after semi rolls on I- 
44, spilling frozen chicken. A semi-truck carrying frozen chicken nuggets overturned 
on the off-ramp to southbound Interstate 44 near Oklahoma City, closing all westbound 
lanes for nearly 9 hours July 16. 

Source: http://www.news9.com/story/22851756/semi-rolls-on-i-44-spilling-frozen- 
chicken 

21. July 16, WBTW 13 Myrtle Beach - (South Carolina) US 17 bypass near Backgate 
reopens after crash knocks down utility pole. An accident in which a vehicle 
collided with a utility pole closed a portion of the intersection of Farrow Parkway and 
Highway 17 Bypass in Myrtle Beach for 14 hours July 16. 

Source: http://www.wbtw.com/story/2284991 1/car-takes-out-stoplight-at-farrow- 
parkway 
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Food and Agriculture Sector 



22. July 16, Food Safety News - (National) Cyclospora hits more than 170 in Midwest. 
According to State health officials in Iowa and Nebraska, a cyclospora outbreak has 
sickened at least 81 people in Iowa and 53 in Nebraska, as well as an unknown number 
of people in neighboring Midwestern States. Investigators are working to identify the 
outbreak source, though they suspected a raw vegetable product that is no longer on the 
market. 

Source: http://www.foodsafetvnews.com/2013/07/cyclospora-hits-more-than- 150-in- 
midwest/ 

23. July 16, Food Safety News- (National) Case count rises to 147 in hepatitis A 
outbreak linked to Pomegranate Seeds. The Centers for Disease Control and 
Prevention announced that four more illnesses have been reported in the hepatitis A 
outbreak linked to pomegranate seeds sold in the western U.S., bringing the total case 
count up from 143 to 147. The newly recorded cases occurred in California, which 
reported one new case, and New Mexico, which reported three. 

Source: http://www.foodsafetvnews.com/2013/Q7/case-count-rises-to-147-in-hepatitis- 
a-outbreak-linked-to-pomegranate-seeds/ 

24. July 16, U.S. Food and Drug Administration - (Oregon; Washington) Hagee Foods 
Inc. dba Penny’s Salsa Inc. recalls hummus products because of possible health 
risk. Hummus products made by Hagee Foods Inc. dba Penny's Salsa Inc., have been 
recalled because they have the potential to be contaminated with Listeria 
monocytogenes. 

Source: http://www.fda.gov/Safetv/Recalls/ucm361127.htm 



[ Return to top ] 

Water and Wastewater Systems Sector 

25. July 17, Associated Press - (New Jersey) Chemical spill at Passaic Valley Water 
treatment plant is contained. Drums of hydrogen peroxide began fuming and venting 
at the Passaic Valley Water Commission water treatment plant in Totowa July 17, 
prompting a hazmat response to contain the situation. 

Source: http://www.ni.com/passaic- 

county/index.ssf/2013/07/chemical spill at totowa water treatment plant is contain 
ed.html 

26. July 17, Ann Arbor Journal - (Michigan) Large generator stolen from wastewater 
treatment plant. A 150 kilowatt generator was stolen from Loch Alpine Sanitary 
Authority’s wastewater treatment plant July 16. A hole was found cut in the plant’s 
fence. 

Source: 

http://www.heritage.com/articles/2013/07/16/ann arbor journal/news/doc51dec93224d 
57898609942.txt 
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27. July 17, Associated Press - (Missouri) Kirksville pays fine for water treatment 
problems. The city of Kirksville agreed to pay an $8,550 fine levied by the U.S. 
Environmental Protection Agency for the city’s failure to conduct required testing at 
industrial water treatment sites. 

Source: http://www.columbiamissourian.com/a/163782/kirksville-pavs-fine-for-water- 
treatment-problems/ 

For another story, see item 46 
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Healthcare and Public Health Sector 



28. July 17, Wichita Eagle - (Kansas) Patients at Chanute, Kan., hospital possibly 
exposed to hepatitis, HIV. Neosho Memorial Regional Medical Center in Chanute 
notified 244 patients who underwent colonoscopies between January and July 3 that 
they may have been exposed to hepatitis C, hepatitis B, and HIV, among other diseases 
due to improper sanitation. 

Source: http://www.kansascity.com/2013/07/16/4348572/patients-at-chanute-hospital- 
possibly.html 

29. July 16, U.S. Department of Labor - (Washington, D.C.) District of Columbia dental 
company cited by US Labor Department’s OSHA for exposing workers to 
bloodborne pathogen hazards. MD Dental Center PC, doing business as Smile Center 
Dental was cited by the U.S. Occupational Safety and Health Administration for 26 
alleged serious violations and a proposed fine of $61,600. Citations included exposing 
workers to bloodborne pathogens without proper training or an exposure plan at their 
facility in Washington, D.C. 

Source: 

https://www.osha.gov/pls/oshaweb/owadisp.show document?p table=NEWS RELEA 
SES&p id=24372 

30. July 15, Columbia State - (South Carolina) DHEC’s director says health agency 
botched Greenwood County TB probe. The director at the South Carolina 
Department of Health and Environmental Control dismissed key agency staff members 
after the agency botched an investigation of tuberculosis in Greenwood County that 
endangered the public. The department investigated a tuberculosis incident and notified 
the public in March, but did not test school children until May after discovering the 
disease was spread by a school janitor. 

Source: http://www.thestate.com/2013/07/15/2863660/dhecs-director-savs-health- 
agencybotched.html 



[ Return to top ] 



- 7 - 



Government Facilities Sector 



31. July 17, KBOI 2 Boise - (Idaho) Brush fire near Firebird Raceway forces 
evacuations. Firefighters reached full containment July 16 of a brush fire near 
Highway 16 and Firebird Raceway in Boise that burned 1,000 acres and damaged two 
structures. 

Source: http://www.kboi2.com/news/local/Brush-fire-near-Firebird-Raceway- 
215768561.html 

32. July 17, Rocky Hill Patch - (Connecticut) Chemical spill at Rocky Hill High School 
forces evacuation of summer day campers. Rocky Hill High School in Connecticut 
was evacuated for five and one half hours July 16 while authorities cleaned up an 
accidental chemical spill inside the chemistry lab. 

Source: http://rockvhill.patch.com/ groups/schools/p/chemical-spill-at-rocky-hill-high- 
school-forces-evacuation-of-summer-day-campers 

33. July 16, Boston Globe - (Massachusetts) Fire causes $1M damage at building on US 
Coast Guard base in Boston’s North End, Boston Fire says. A warehouse on the 
grounds of the U.S. Coast Guard base in Boston’s North End suffered $1 million in 
damages after a spark from a welder’s torch ignited a fire July 16. 

Source: http://boston.com/metrodesk/2013/07/16/fire-causes-damage-building-coast- 

guard-base-boston-north-end-boston-fire- 

savs/MiihBr2kJwsC8oQzA5R4UM/story.html 

34. July 16, Associated Press - (Oregon) After outage, Ore. data center back in 
business. Agencies throughout Oregon were unable to connect to databases and their 
computer processes were interrupted after technicians from a State contractor were 
expanding storage July 15 and something went wrong. Operations returned to normal 
July 16 and no data was lost. 

Source: http://www.miamiherald.com/2013/07/16/3502812/big-outage-hits-ore-state- 
data.html 

35. July 16. KTNV 13 Paradise - (Nevada) Carpenter 1 Fire 80-percent contained, 
residents going home. Officials estimated Nevada’s Carpenter 1 Fire would be fully 
contained by July 19 as crews reached 80 percent containment July 16 after the fire 
scorched 27,881 acres. 

Source: http://www.ktnv.com/news/local/Carpenter-l-fire-80-contained-residents- 
going-home-215705171.html 

36. July 16, Riverside Press-Enterprise - (California) Idyllwild: Mountain Fire burns 
more than 9,000 acres. Crews reached 10 percent containment of California’s 
Mountain Fire that burned over 9,000 acres after destroying several structures July 16. 
Additional evacuations were ordered by authorities as hot temperatures and high winds 
were forecasted. 

Source: http://www.pe.com/local-news/riverside-county/hemet/hemet-headlines- 
index/20 13071 6-id vllwild-mountain-fire-bums-more-than-9000-acres.ece 
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37. July 15, Spokane Spokesman-Review - (Washington) Loss of 88 apartments to fire 
leaves WSU students scrambling. A July 14 fire destroyed 88 units at the Grove 
apartment complex at Washington State University that were under construction. 
Authorities are investigating the incident. 

Source: http://seattletimes.com/html/localnews/202 140065 1 pullmanfirexml.html 
For another story, see item 30 
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Emergency Services Sector 

Nothing to report 
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Information Technology Sector 

38. July 17, The Register - (International) Oracle releases July patch batch... with 27 
fixes for remote exploits. Oracle released a quarterly Critical Patch Update containing 
89 updates for various Oracle products, 27 of which are fixes for remotely exploitable 
vulnerabilities. 

Source: http://www.theregister.co.uk/2013/07/17/oracle quarterly patch batch/ 

39. July 17, Softpedia - (International) Tumblr updates iOS apps to prevent hackers 
from stealing user passwords. Tumblr released a security update for its iOS apps 
which closes a vulnerability that could have been exploited to compromise passwords. 
Tumblr advised users of the apps to change their passwords. 

Source: http://news.softpedia.com/news/Tumblr-Updates-iOS-Apps-to-Prevent- 
Hackers-from-Stealing-User-Passwords-368777.shtml 

40. July 17, IDG News Service - (International) Apache Struts security update fixes 
critical vulnerabilities. The Apache Software Foundation released a security update 
for Struts which closes two vulnerabilities, including a remotely exploitable 
vulnerability that could be used to execute arbitrary code. 

Source: http://www.pcworld.com/article/2044522/apache-struts-securitv-update-fixes- 
critical-vulnerabilities.html 

41. July 16, Dark Reading - (International) U.S. still tops spam-relaying ‘dirty dozen’ 
countries. A quarterly report by Sophos found that in the second quarter of 2013 the 
U.S. remained the top country for relaying spam, with Belarus relaying the second most 
amount of spam. 

Source: http://www.darkreading.com/end-user/us-still-tops-spam-relaying-dirtv- 
dozen/240158381 

42. July 16, CSO - (International) New Android malware lowers the bar for 
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cybercriminals. Symantec researchers discovered a ‘binder’ for sale on underweb 
markets that simplifies the repackaging of legitimate apps with the AndroRAT remote 
access trojan. 

Source: https://www.networkworld.com/news/20 1 3/07 161 3-new-android-malware- 
lowers-the-271883.html 



43. July 16, SC Magazine - (International) FBI ransomware scam finds new home on 
the Mac. Malwarebytes researchers reported finding a strain of well-known 
ransomware for Mac OS X systems. 

Source: http://www.scmagazine.com//fbi-ransomware-scam-finds-new-home-on-the- 
mac/article/303320/ 



Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: https://www.it-isac.org 
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Communications Sector 

44. July 16, Broadcast Engineering - (Texas) FCC proposes $2.5 million forfeiture from 
Houston cable system. The Federal Communications Commission June 24 proposed a 
$2.25 million forfeiture by Houston-based cable system TV Max after it retransmitted 
the signals of six TV stations without consent. 

Source: http://broadcastengineering.com/regulation/fcc-proposes-25-million-forfeiture- 
houston-cable-system 

45. July 15, Westport Now- (Connecticut) Service restored to town telephone lines. The 
Westport Police Department reported telephone service, including police and fire but 
not 9-1-1, was out of service for more than 5 hours July 15 before being restored. 

Police said the problems traced back to a Verizon fiber optic fault outside the town’s 
system. 

Source: http://www.westportnow.com/index.php7/v2 5/comments/44379/ 
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Commercial Facilities Sector 

46. July 17, WABC 7 New York City - (New York) Westchester County beaches remain 
closed after sewage leak. An underground force main break near Blind Brook released 
sludge into the Long Island Sound, limiting water access and prompting the 
Westchester County Department of Health to close several beaches around the county 
to recreational boaters and swimmers indefinitely. Repairs on the water main were 
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made July 16 but authorities are unsure of the amount of sludge that was released. 
Source: 

http://abclocal.go.com/wabc/storv?section=news/local/northem suburbs&id=9 173693 

47. July 17, Associated Press - (Arkansas) Hope Walmart evacuated after ammonia 
leak. Authorities evacuated a Walmart in Hope, Arkansas July 16 after a tank truck 
transporting ammonia sprung a leak in the store parking lot. The store reopened July 
17. 

Source: http://www.thenewstribune.com/2013/07/17/2681591/hope-walmart- 
evacuated-after-ammonia.html 

48. July 15, Associated Press - (Alaska) Fire destroys Anchorage 4-unit apartment 
building. A four-unit apartment complex in Anchorage was destroyed after a fire July 
15. Authorities are investigating the cause of the blaze that displaced four families. 
Source: http://www.adn.com/2013/07/15/2975846/fire-destroys-anchorage-4-unit.html 
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Dams Sector 

49. July 16, New Orleans Times-Picayune - (Louisiana) Sinking sections of eastern New 
Orleans hurricane levee prompt $1.3 million repair. The U S. Army Corps of 
Engineers will begin rebuilding 4,000 feet of earthen levee in eastern New Orleans that 
has subsided in a $1.3 million project. 

Source: 

http://www.nola.com/environment/index.ssf/2013/07/sinking sections of eastern ne.h 
tml 

50. July 16, Decatur Herald-Review - (Illinois) City council Oks $4 million Lake 
Decatur Dam repair project. The Decatur city council approved a $4 million project 
to repair the Lake Decatur Dam and add a barrier to keep out invasive Asian carp. 
Source: http://herald-review.com/news/local/city-council-oks-million-lake-decatur- 
dam-repair-project/article Qbl450ae-edd3-lle2-bf87-0019bb2963f4.html 
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